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What is NAT?
• N etw ork  A d d ress 
T ransl ati on ( N A T )
– C r e a t e s  a d d r e s s  b i n d i n g  
b e t w e e n  i n t e r n a l  p r i v a t e  a n d  
e x t e r n a l  p u b l i c  a d d r e s s

– M o d i f i e s  I P  A d d r e s s e s / P o r t s  
i n  P a c k e t s

– B e n e f i t s
• Av o i d s  n e t w o r k  r e n u m b e r i n g  
o n  c h a n g e  o f  p r o v i d e r

• Al l o w s  m u l t i p l e x i n g  o f  
m u l t i p l e  p r i v a t e  a d d r e s s e s  
i n t o  a  s i n g l e  p u b l i c  a d d r e s s  
( $ $  s a v i n g s )

• M a i n t a i n s  p r i v a c y  o f  i n t e r n a l  
a d d r e s s e s
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Binding Table
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Why  is this b ad  f o r  S I P ?
• C l i ent w i l l  generate S I P  
I N V I T E  and  2 0 0  O K  
resp onses w i th p ri v ate 
ad d resses
– I n  t h e  S D P  a s  t h e  t a r g e t  f o r  
r e c e i p t  o f  m e d i a

– I n  t h e  C o n t a c t  o f  a  R E G I S T E R  
a s  t h e  t a r g e t  f o r  i n c o m i n g  
I N V I T E

– I n  t h e  V i a  o f  a  r e q u e s t  a s  t h e  
t a r g e t  f o r  t h e  r e s p o n s e

• Rec i p i ent w i l l  not be abl e to 
send  p ac k ets to thi s p ri v ate 
ad d ress
– M e d i a  i s  d i s c a r d e d
– I n c o m i n g  c a l l s  a r e  n o t  d e l i v e r e d
– R e s p o n s e s  a r e  n o t  r e c e i v e d
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H a r d e s t  p r o b l e m ,
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S o l v e d  b y  S IP
O u t b o u n d

S o lv ed by  r p o r t
( R F C  358 1)



IE T F s A ns w er:  Interactive 
Connectivity E s tab l is h m ent ( ICE )

1 . I C E  m a k e s  u s e  o f  S i m p l e  
T r a v e r s a l  U n d e r n e a t h  N A T  
( S T U N ) a n d  T r a v e r s a l  U s i n g  
R e l a y  N A T  ( T U R N )

2 . I C E  i s  a  f o r m  o f  p 2 p  N A T  
t r a v e r s a l

3 . I C E  o n l y  r e q u i r e s  a  n e t w o r k  t o  
p r o v i d e  S T U N  a n d  T U R N  
s e r v e r s

4 . I C E  a l l o w s  f o r  m e d i a  t o  f l o w  
e v e n  i n  v e r y  c h a l l e n g i n g  
n e t w o r k  c o n d i t i o n s

5 . I C E  c a n  m a k e  s u r e  t h e  p h o n e  
d o e s n ’t  r i n g  u n l e s s  m e d i a  
c o n n e c t i v i t y  e x i s t s

6 . I C E  d y n a m i c a l l y  d i s c o v e r s  t h e  
s h o r t e s t  p a t h  f o r  m e d i a  t o  
t r a v e l  b e t w e e n  e n d p o i n t s

7 . I C E  h a s  a  s i d e  e f f e c t  o f  
e l i m i n a t i n g  a  k e y  D o S a t t a c k  
o n  S I P  ( V o i c e  H a m m e r )

8 . I C E  w o r k s  t h r o u g h  n e a r l y  a n y  
t y p e  o f  N A T  a n d  f i r e w a l l

9 . I C E  d o e s  n o t  r e q u i r e  t h e  
e n d p o i n t  t o  d i s c o v e r  t h e  N A T s ,  
t h e i r  t y p e ,  o r  t h e i r  p r e s e n c e

1 0 . I C E  o n l y  u s e s  r e l a y s  i n  t h e  
w o r s t  c a s e  – w h e n  B O T H  s i d e s  
a r e  b e h i n d  s y m m e t r i c  N A T

Top 10 ICE Facts



The  I C E  9 -S te p  P r o g r am  to  
R e c o v e r y

• S t e p  1 :  A l l o c a t i o n
• S t e p  2 :  P r i o r i t i z a t i o n
• S t e p  3 :  I n i t i a t i o n
• S t e p  4 :  A l l o c a t i o n
• S t e p  5 :  I n f o r m a t i o n
• S t e p  6 :  V e r i f i c a t i o n
• S t e p  7 :  C o o r d i n a t i o n
• S t e p  8 :  C o m m u n i c a t i o n
• S t e p  9 :  C o n f i r m a t i o n



I C E  S te p  1 :  Al l o c atio n
• B e f o r e  M a k i n g  a  C a l l ,  
t h e  C l i e n t  G a t h e r s  
C a n d i d a t e s

• E a c h  c a n d i d a t e  i s  a  
p o t e n t i a l  a d d r e s s  f o r  
r e c e i v i n g  m e d i a

• T h r e e  d i f f e r e n t  t y p e s  
o f  c a n d i d a t e s
– H ost C and i d ates 
– S erv er Ref l ex i v e 
C and i d ates

– Rel ay ed  C and i d ates

R elay

H o s t
Ca nd id a tes  r es id e
o n th e a g ent its elf

S er v er  R ef lex iv e 
c a nd id a tes
a r e a d d r es s es  r es id ing  
o n a  N A T

N A T

N A T

R ela y ed  c a nd id a tes  
r es id e o n a  h o s t a c ting
a s  a  r ela y  to w a r d s  th e
a g ent



U sin g  S TU N to  O b tain  
C an d id ate s

• S erv er ref l ex i v e and  rel ay ed  
c and i d ates are l earned  by  
tal k i ng to a S T U N  serv er 
u si ng the Rel ay  U sage

• C l i ent send s q u ery  to S T U N  
rel ay  serv er

• Q u ery  p asses throu gh N A T ,  
c reates bi nd i ngs

• S T U N  rel ay  serv er al l oc ates 
a rel ay ed  ad d ress and  al so 
rep orts bac k  sou rc e ad d ress 
of  req u est to c l i ent
– T h i s  w i l l  b e  t h e  s e r v e r  r e f l e x i v e  
a d d r e s s

S TU N
S er v er

1 . 2 . 3 . 4 : 1 0 0 0N A T

N A T

1 2 . 1 3 . 1 4 . 1 5 : 8 2 0 0

1 0 . 0 . 1 . 1 : 5 0 0

A l l o c a t e
R e q u e s t

A l l o c a t e
R e s p o n s e
r e f l e x i v e = 1.2.3.4:10 0 0
r e l a y e d = 12.13.14.15 :820 0



I C E  S te p  2 :  P r io r itiz atio n

• T y p e -P r e f e r e n c e :  P r e f e r e n c e  f o r  t y p e  ( h o s t ,  s e r v e r  r e f l e x i v e ,  r e l a y e d )
– U s u a l l y  0  f o r  r e l a y e d ,  1 2 6  f o r  h o s t

• L o c a l  P r e f e r e n c e :  A m o n g s t  c a n d i d a t e s  o f  s a m e  t y p e ,  p r e f e r e n c e  f o r  
t h e m
– I f  h o s t  i s  m u l t i h o m e d ,  p r e f e r e n c e  b y  i n t e r f a c e
– I f  h o s t  h a s  m u l t i p l e  S T U N  s e r v e r s ,  p r e f e r e n c e  f o r  t h a t  s e r v e r

• C o m p o n e n t  I D  a s  d e s c r i b e d  p r e v i o u s l y
• T h i s  a l g o r i t h m  i s  o n l y  S H O U L D  s t r e n g t h

priority = (2^24)*(type preference)
+ (2 8̂ )*(l oca l  preference)
+ (2 0̂ )*(25 6  - com ponent I D ) 

L o c a l  P r e f e r e n c e C o m p o n e n t  I DT y p e  P r e f e r e n c e 3 2  b i t s



V isu al iz atio n :  P r io r ity  S p ac e

H o s t
C a n d i d a t e s

S e r v e r
R e f l e x i v e
C a n d i d a t e s

6 5 5 3 5
I n t e r f a c e  1

I n t e r f a c e  2

RTP

RTC P



E n c o d in g  the  O f f e r
• E ac h c and i d ate i s 
p l ac ed  i nto an 
a= c and i d ate attri bu te 
of  the of f er

• E ac h c and i d ate l i ne 
has
– I P  a d d r e s s  a n d  p o r t
– C o m p o n e n t  I D
– F o u n d a t i o n
– T r a n s p o r t  P r o t o c o l
– P r i o r i t y
– T y p e
– “R e l a t e d  A d d r e s s ”

v=0 
o =j d o e 2 8 9 08 4 4 5 2 6  2 8 9 08 4 2 8 07  I N  I P 4  
10. 0. 1. 1 
s = 
c =I N  I P 4  19 2 . 0. 2 . 3  
t =0 0 
a =i c e -p w d : a s d 8 8 f g p d d 7 7 7 u z j Y h a g Z g  
a =i c e -u f r a g : 8 h h Y  
m =a u d i o  4 5 6 6 4  R T P / A V P  0 
a =r t p m a p : 0 P C M U / 8 000 
a =c a n d i d a t e : 1 1 U D P  2 13 07 06 17 8  10. 0. 1. 1 
8 9 9 8  t y p l o c a l  
a =c a n d i d a t e : 2  1 U D P  16 9 4 4 9 8 5 6 2  19 2 . 0. 2 . 3  
4 5 6 6 4  t y p s r f l x r a d d r 10. 0. 1. 1 r p o r t 8 9 9 8
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F o u n d a t i o n  i s  t h e  s a m e  f o r  a l l  c a n d i d a t e s
Of  t h e  s a m e  t y p e ,  f r o m  t h e  s a m e  i n t e r f a c e
An d  S T U N  s e r v e r .  U s e d  a s  p a r t  o f  t h e  F r o z e n
a l g o r i t h m  ( l a t e r )
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On l y  U D P  d e f i n e d  i n  I C E -1 2 .  
D r a f t -i e t f -m m u s i c -i c e -t c p
d e f i n e s  s e v e r a l  T C P  t y p e s  a n d  T L S
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Op t i o n a l  i n f o r m a t i o n .  F o r  r e l a y e d
c a n d i d a t e s ,  g i v e s  t h e  s e r v e r  r e f l e x i v e .
F o r  s e r v e r  r e f l e x i v e ,  g i v e s  t h e  h o s t .



I C E  S te p  3 :  I n itiatio n
• C a l l e r  s e n d s  a  S I P  
I N V I T E  a s  n o r m a l

• N o  I C E  p r o c e s s i n g  b y  
p r o x i e s

• S I P  i t s e l f  t r a v e r s e s  
N A T  u s i n g  S I P  
o u t b o u n d  a n d  r p o r t

S I P
P r o x y

I N V I TE



I C E  S te p  4 :  Al l o c atio n
• C a l l e d  p a r t y  d o e s  
e x a c t l y  s a m e  
p r o c e s s i n g  a s  c a l l e r  
a n d  o b t a i n s  i t s  
c a n d i d a t e s

• R e c o m m e n d e d  t o  n o t  
y e t  r i n g  t h e  p h o n e !

S TU N
S er v er

N A T

N A T

A l l o c a t e
R e q u e s t

A l l o c a t e
R e s p o n s e



I C E  S te p  5 :  I n f o r m atio n
• C al l er send s a p rov i si onal  
resp onse c ontai ni ng i ts 
S D P  w i th c and i d ates and  
p ri ori ti es
– C a n  a l s o  h a p p e n  i n  2 x x ,  
b u t  t h i s  f l o w  i s  “b e s t ”

• P rov i si onal  resp onse i s 
p eri od i c al l y  retransm i tted

• A s w i th I N V I T E ,  no 
p roc essi ng by  p rox i es

• P hone has sti l l  not ru ng 
y et

S I P
P r o x y

1x x



I C E  S te p  6 :  V e r if ic atio n
• E a c h  a g e n t  p a i r s  u p  i t s  

c a n d i d a t e s  ( l o c a l ) w i t h  i t s  p e e r s  
( r e m o t e )  t o  f o r m  c a n d i d a t e  p a i r s

• E a c h  a g e n t  s e n d s  a  c o n n e c t i v i t y  
c h e c k  e v e r y  2 0 m s ,  i n  p a i r  p r i o r i t y  
o r d e r
– B i n d i n g  R e q u e s t  f r o m  t h e  l o c a l  

c a n d i d a t e  t o  t h e  r e m o t e  
c a n d i d a t e

• U p o n  r e c e i p t  o f  t h e  r e q u e s t  t h e  
p e e r  a g e n t  g e n e r a t e s  a  r e s p o n s e
– C o n t a i n s  a  m a p p e d  a d d r e s s  

i n d i c a t i n g  t h e  s o u r c e  I P  a n d  p o r t  
s e e n  i n  t h e  r e q u e s t

• I f  t h e  r e s p o n s e  i s  r e c e i v e d  t h e  
c h e c k  h a s  s u c c e e d e d

S TU N
S er v er

N A T

N A T

S TU N
S er v er

N A T

N A T

1

2
3

45



P air in g  u p  C an d id ate s

• P ai rs are sorted  i n ord er of  d ec reasi ng p ai r p ri ori ty
• E ac h agent w i l l  end  u p  w i th the sam e l i st
• L ast term  serv es as a ti e break er
• M i n/ M ax  resu l ts i n hi ghest p ri ori ty  f or p ai r w i th tw o host 
RT P  c and i d ates,  l ow est f or p ai r w i th tw o rel ay ed  RT C P

p a i r  p r i o r i t y  =  2 ^ 3 2 * M I N ( O-P , A-P )  +  2 * M AX ( O-P , A-P )  +  ( O-P > A-P ? 1 : 0 )  

M i n i m u m  P r i o r i t y M a x i m u m  P r i o r i t y 6 4  b i t s

O-P :  Of f e r e r s P r i o r i t y
A-P :  An s w e r e r s  P r i o r i t y



P e e r  R e f l e x iv e  C an d id ate s
• C onnec ti v i ty  c hec k s c an p rod u c e ad d i ti onal  c and i d ates

– P e e r  r e f l e x i v e  c a n d i d a t e s
• T y p i c al l y  hap p ens w hen there i s a sy m m etri c  N A T  betw een u sers
• P eer ref l ex i v e c and i d ate w i l l  be d i sc ov ered  by  both u sers

– F o r  u s e r  A ,  f r o m  t h e  R e s p o n s e
– F o r  u s e r  B ,  f r o m  t h e  R e q u e s t

• A l l ow s d i rec t m ed i a ev en i n the p resenc e of  sy m m etri c  N A T !
S y m
N A T

N A T  a l l o c a t e s  
n e w  b i n d i n g  
t o w a r d s  B

S T U N  R eq u es t

S T U N  R es p o ns e

A B

B  i n f o r m s  A  o f  
n e w  b i n d i n g

A  l e a r n s  a  n e w  
l o c a l  

c a n d i d a t e  
t o w a r d s  B !



I C E  S te p  7 :  C o o r d in atio n  
• I C E  n e e d s  t o  f i n a l i z e  o n  a  c a n d i d a t e  p a i r  
f o r  e a c h  c o m p o n e n t  o f  e a c h  m e d i a  s t r e a m
– M o r e  t h a n  o n e  m a y  w o r k

• E a c h  a g e n t  n e e d s  t o  c o n c l u d e  o n  t h e  
s a m e  s e t  o f  p a i r s

• F i n a l i z a t i o n  t a k e s  p l a c e  w i t h o u t  S I P  
s i g n a l i n g  – a l l  t h r o u g h  S T U N



Ag e n t R o l e s
• O n e  a g e n t  a c t s  a s  t h e  c o n t r o l l i n g  a g e n t ,  
t h e  o t h e r  a s  t h e  p a s s i v e  a g e n t

• C o n t r o l l i n g  a g e n t  i s  n o r m a l l y  t h e  o f f e r e r ,  
u n l e s s  o f f e r e r s i g n a l s  i t  o n l y  s u p p o r t s  
p a s s i v e  r o l e  ( s e e  l a t e r )

• C o n t r o l l i n g  a g e n t  r e s p o n s i b l e  f o r
– D e c i d i n g  w h e n  S T U N  c h e c k s  s h o u l d  f i n i s h
– D e c i d i n g  w h i c h  p a i r s  t o  u s e  o n c e  i t  i s  f i n i s h e d



Why  n o t j u st u se  the  f ir st p air ?
• I C E  c h e c k s  p r o c e e d  i n  p r i o r i t y  o r d e r

– S o  w h y  n o t  j u s t  s t o p  o n c e  t h e  f i r s t  c h e c k  
s u c c e e d s ,  a n d  u s e  t h a t ?

• S e v e r a l  r e a s o n s
– P a c k e t  l o s s  o n  a  h i g h e r  p r i o r i t y  c h e c k  m a y  
d e l a y  i t  f r o m  f i n i s h i n g  – g i v i n g  c h e c k s  m o r e  
t i m e  m a y  p r o d u c e  b e t t e r  r e s u l t s

– A n  a g e n t  m a y  h a v e  o t h e r  c r i t e r i a  f o r  c h o o s i n g  
p a i r s  ( f o r  e x a m p l e  – R T T  e s t i m a t e s ! )



S ig n al in g  C o m p l e tio n
• W hen c ontrol l i ng agent i s d one,  i t i nserts a f l ag i nto a S T U N  c hec k
• I f  p assi v e agent had  su c c essf u l l y  c om p l eted  a c hec k  i n rev erse d i rec ti on,  i t stop s c hec k s f or that c om p onent of  that stream
• B oth agents u se the p ai r generated  by  the c hec k  that i nc l u d ed  the f l ag
• W hen ‘d one’ – ri ng the p hone!

C o n t r o l l i n g P a s s i v e

S T U N  R e q u e s t +
f l a g

S T U N  R e s p o n s e

S T U N  R e q u e s t

S T U N  R e s p o n s e

d o n e



I C E  S te p  8 :  C o m m u n ic atio n
• M e d i a  c a n  f l o w  i n  
e a c h  d i r e c t i o n  o n c e  
p a i r s  h a v e  b e e n  
s e l e c t e d  b y  t h e  
c o n t r o l l i n g  a g e n t  f o r  
e a c h  c o m p o n e n t

• A l l o w s  “e a r l y  m e d i a ”
i n  b o t h  d i r e c t i o n s

S TU N
S er v er

N A T

N A T

S TU N
S er v er

N A T

N A T



I C E  S te p  9 :  C o n f ir m atio n
• 2 0 0  O K  and  A C K  w ork  as norm al

– 2 0 0  m i r r o r s  S D P  f r o m  p r o v i s i o n a l
• I f  m / c -l i ne i n ori gi nal  I N V I T E  d i d n’t m atc h c and i d ate p ai rs sel ec ted  by  I C E ,  c ontrol l i ng agent d oes a re-I N V I T E  to p l ac e them  i n m / c -l i ne
• Re-I N V I T E  ensu res that ‘m i d d l ebox es’ hav e the c orrec t m ed i a ad d ress

– Q o S i n s t a l l a t i o n  ( i . e . ,  I M S  o r  P a c k e t c a b l e )
– D i a g n o s t i c  t o o l s
– M o n i t o r i n g  a p p l i c a t i o n s
– F i r e w a l l s

Of f e r e r An s w e r e r

R e -I N V I T E

2 0 0  OK

2 0 0  OK

AC K

AC K



Q u e stio n s?


